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Introduction to Modern Cryptography (0368.3049.01) – Ex. 3

Submission in pairs on 4/1/12, 4pm

0.5 bonus points will be given to printed (or exceptionally clear and organized) submissions.

1. (Euler’s function) Recall that φ(n) denotes the number of integers 1 ≤ a ≤ n for which
gcd(a, n) = 1. Prove the following:

(a) If p is a prime and e > 0 is an integer then φ(pe) = (p− 1)pe−1.

(b) For co-primes m and n, φ(mn) = φ(m) · φ(n).
(c) Let n = Πpeii where the pi’s are distinct primes. Then

φ(n) = Π(pj − 1)p
ej−1
j = nΠ(1− 1

pi
).

Hint: use questions (a) and (b).

2. (Attacking DLOG?) Let p be an n-bit prime of the form p = 3 (mod 4) and let g be
a generator of Z∗

p. Recall that in the Discrete-Log Problem (DLOG) we are given p, g and

y = gx (mod p) for a randomly chosen x
R← Zp−1, and our goal is to recover x. A student

suggested to solve the problem by recovering x bit-by-bit as follows.

• Compute the least significant bit of x.

• If the LSB is 1, let y′ = y · g−1, otherwise let y′ = y

• Compute the square root of y′, and repeat the algorithm on the square root until y′ = 1.

• By collecting the LSBs reconstruct x.

(a) Explain how to efficiently implement each step of the algorithm.

(b) Show that each y′ is a quadratic residue modulo p.

(c) Show that the LSBs collected by the algorithm, denoted by x′, satisfy gx
′ ≡ y (mod p).

Conclude that x ≡ x′ (mod p− 1).

(d) Explain why the above algorithm cannot discover x in spite of the above.

(e) Suppose that you were given a magic box that given p, g, y = gx (mod p) outputs 1 iff
(p− 1)/2 < x ≤ p− 1; and 0 otherwise. Can you fix the above algorithm?

(f) Conclude that computing the MSB of x is as hard as solving the DLOG problem.

3. (Random self reducibility of DLOG.) Let p be a prime and let g ∈ Z∗
p be a generator.

Suppose that there exists a polynomial-time algorithm A that given p, g, gx mod p finds x for
1/1000 of the possible x’s. Show how to use A as a subroutine to construct a probabilistic
polynomial time algorithm B that solves the DLOG problem for all instances (i.e., for every
x ∈ Zp−1) with probability 1/2. Analyze the running time of B as a function of the running
time of A and the length of p.
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4. (Recovering RSA’s private-key is as hard as Factoring) Let m = pq be an RSA
modulus (p and q are primes) and let e, d be the pulic/private keys. We will show that
computing d from m, e is as hard as factoring m. For simplicity, we assume that p, q ≡ 3
(mod 4), and therefore p− 1 = 2a and q − 1 = 2b for odd integers a and b. (Such primes are
known as Blum primes).

(a) Show that given m, e, d, it is possible to find an integer k such that k = φ(m) · ℓ where
ℓ is an odd integer.

(b) Let g ∈ Z∗
m be an element with an even order in Z∗

p and an odd order in Z∗
q . Show how

to use g and k to find a non-trivial square root of 1, i.e., x ̸= ±1 (mod m) such that
x2 = 1 (mod m).

(c) Prove that 1/4 of the elements g ∈ Z∗
m satisfy the above condition.

(d) Conclude that given d, e,m one can factor m in time polynomial in n, t with probability
1− 2−t. Describe your algorithm.

(e) Bonus: Extend the algorithm to the case where p, q are general primes, not necessarily
of the form p, q ≡ 3 (mod 4).

5. (RSA with shared modulus) Consider the following implementation of RSA:
A trusted center (TC) chooses Blum primes p and q and computes m = pq. All the users
use this m as their public key modulus. The TC gives to the i’th user a private key di and a
public key ei, such that ei ̸= ej for all i ̸= j.

(a) Show that if two users, i and j, for which gcd(ei, ej) = 1, receive the ciphertexts ci ≡ xei

(mod m), cj ≡ xej (mod m), of the same message x, an eavesdropper can reconstruct
x by using m, ei, ej , ci, cj .

(b) Show that in the above implementation of RSA, the factorization of m can be found not
only by the trusted center (Hint: You may rely on Q4).

(c) In order to solve the above problems, it was suggested to choose k large Blum primes
(k > 2), and compute m = p1 · p2 · · · pk. The center, who knows the prime factors of m,
computes for each user (eU , dU ) and sends it to him. Each user publishes eU and keeps
dU . Investigate if this solution solves the problems of (a) and (b).

2


