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Introduction to Modern Cryptography (0368.3049.01) – Ex. 4

Submission in pairs on 22/1/12, 4pm

0.5 bonus points (out of 10) will be given to printed submissions.

1. Rabin’s signatures In this question we discuss Rabin’s method for signing. Let p, q be large
prime numbers and let the public key be n = pq. Given a message m ∈ Zn to sign, we find a
square root b of m, i.e., b such that b2 ≡ m mod n. In case such a square root does not exist,
we concatenate a random string r to m and find the square root of m∥r.
Assume that the owner chooses 2 prime numbers p ≡ 3 mod 8 and q ≡ 7 mod 8, calculates
n = pq, and publishes n as his public key for signing.

(a) Show that for all m ∈ Z∗
n exactly one of m,−m, 2m,−2m is a QR modulo n.

Hint: Show that −1 and 2 are QNRs modulo p, that −1 is a QNR modulo q and that 2
is a QR modulo q.

In Rabin’s method for signing we calculate the square root of the message m. A problem
arises when m ∈ QNRn. The following solution is suggested: the signer identifies which of
the 4 values m,−m, 2m,−2m is a QR modulo n.

(b) Explain how.

Denote this QR by ℓ. The signer calculates the square root of ℓ modulo n.

(c) Explain how.

And sends one of the roots as a signature.

(d) How is the signature verification performed?

(e) Explain why such a root is, in fact, a signature on 4 different messages.
Which messages?

In order to ensure that signatures do not leak additional signatures on 3 different messages,
it was suggested to choose the message m from the interval (n8 ,

n
4 ).

(f) Show that if one chooses m from the above interval, then the signature on the message
cannot be considered, mistakenly, as a signature on another message.

(g) Suppose that Factoring is hard. Is the scheme secure with respect to the strong notion
of Existential Forgery under Chosen Plaintext Attack (as defined in Slide 9, lecture 9)?
If so prove it. Otherwise, describe an attack that breaks it.

(h) Show how to construct a signature scheme, which under the factoring assumption, sat-
isfies Existential Forgery under Chosen Plaintext Attack. You may use a random oracle
and may not use the general construction described in slides 30-51.
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2. Schnorr signature In class we described a signature scheme based on Schnorr’s Zero-
knowledge protocol for discrete-log:

• Public parameters: a group G of prime order q and generator g, a hash function H.

• Secret signing key x
R← Zq, public verification key: h = gx.

• To sign a message m send (a, b, c) computed as follows:

choose r
R← Zq, and let a = gr, b = H(a,m) and c = r + xb.

• To verify that (a, b, c) is a signature on m check that ahb = gc and that b = H(a,m).

(a) Show how to modify the scheme such that signature consists of only 2 group elements.
Hint: omit a and show that verification can still be computed efficiently.

(b) Show how to further modify the scheme such that signature consists of only 2 group
elements and verification costs only 2 group exponentiations and no inversions mod q
(multiplications and evaluation of hash function are not counted). Hint: slightly modify
the public-key.

(c) Show that given two signatures which use the same r for two different known messages,
the secret key x can be reconstructed.

(d) Show that the above result remains valid for two consecutive r’s.

(e) Ditto, if it is known that in three different signatures S1, S2, S3 on 3 different messages
M1,M2,M3 and the r’s satisfy ri = r0 + C · i (mod q) for unknown r0 and C.

3. Hybrid Encryption and Hybrid Signatures Since public-key encryption (e.g., RSA)
tends to be very slow compared to symmetric encryption, in practice a hybrid scheme is used.
One possible incarnation of the hybrid system is the following:

• To encrypt a long message m employing Bobs public key pk, Alice selects a random key
k for a block cipher F (e.g., AES), computes c1 = Fk(m) and c2 = Epk(k). She then
sends the ciphertext c = (c1, c2). Since k is much shorter than m, we only need one
public-key operation instead of one per block.

• To decrypt a ciphertext c = (c1, c2) with his private key sk, Bob computes k = Dsk(c2)
and then recovers m by using the decryption algorithm of the block cipher m = F−1

k (c1).

The hybrid system does actually provide improved efficiency (for long messages) without
compromising security. Can this hybrid system be employed for signing messages ?

(a) Show how that paradigm is translated to the hybrid context described here. (Recall that
the analog of private-key encryption in the context of signatures is MACs.)

(b) Prove that this scheme is totally insecure: after seeing Bobs signature on any message,
Fritz the forger can create a valid signature of Bob on any other message.

4. Diffie-Lamport Signatures. The one-time signature of Diffie-Lamport was described in
slide 35, Lecture 9. It was suggested to reduce the size of a Diffie-Lamport signatures in the
following way: Let f : {0, 1}128 → {0, 1}128 be a one way function. Let g be a one-to-one
mapping from {0, 1}128 to 132-bit strings of Hamming weight exactly 66 (i.e., 132-bit strings
with 66 zeroes and 66 ones). The signer Alice chooses in advance 132 random values (instead
of 256) denoted by x0, x1, . . . , x131 and calculates the vector y0, y1, . . . , y131, by yi = f(xi),
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for i = 0, 1, . . . , 131. The vector y0, y1, . . . , y131 is used as the public key. Given a document
M = m0m1 . . .m127, Alice calculates the signature S = s0, s1, . . . , s65, which are the 66 values
xi for which the ith bit in g(M) equals 1.

(a) How does the received check that the signature is valid?

(b) What is the size of the signature in bits? What would have been the Diffie-Lamport
signature size in this case?

(c) Prove that this system is secure as the Diffie-Lamport signature system (it is enough to
show that one needs to invert f in order to forge a signature).

5. From one-way security to Ciphertext Indistinguishability Recall that a public-key
encryption scheme is (t, ϵ)-Ciphertext Indistinguishable if for every pair of messages m0 and
m1 of equal length the random variables (pk, Epk(m0)) and (pk, Epk(m1)) are (t, ϵ)- computa-
tionally indistinguishable, where pk is a random public-key generated by the key generation
algorithm. (See also Lecture 6 slide 4).

(a) Show that if E is deterministic then the scheme cannot be Ciphertext Indistinguishable.

(b) Show that if E is randomized but outputs all its randomness as part of the ciphertext
then it cannot be Ciphertext Indistinguishable.

(c) Suppose that we have a deterministic encryption scheme (KG,E,D). It was suggested

to randomize it as follows: To encrypt a message m ∈M choose a random r
R←M and

send (a = Epk(r), b = H(r)⊕m), where H :M→M is a random oracle. Describe the
new decryption algorithm D′(a, b).

(d) Bonus: Prove that if the original scheme is (t, ϵ)-one way (as in Lecture 6, slide 34) then
the modified scheme is (t′, ϵ′) Ciphertext Indistinguishable try to achieve tight bounds
on t′ and ϵ′. (Points will depend on the quality of the bounds).
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